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Java environments

m Confidential data
= Wrong numbe

PBP = Personal Basis Profile
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J2ME

m Java Micro Edition

® Small Java enabled D
t- o) ;

ices (Mobile phones, PDAs,

FDPW, Petrozavodsk 17.5.2005 — p.5/2¢

Il

UNIVERSITY OF KUOPIO

Profiles

m Profiles refine the java environmet suitable to the
device.

b
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Configurations

® VM and class libraries (minimal core)
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MIPD

OEM SPECIFIC
APPLICATIONS NATIVE
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MIDlet

m J2ME applications are called MIDlets
®m An application that conforms to the CLDC and MIDP

FDPW, Petrozavodsk 17.5.2005 — p.9/2¢

Il

UNIVERSITY OF KUOPIO

Application overwiev

WebServer Contral PC
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Why Java

= Portability
m Standards
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Application provides

® Privacy of message traffic
® Authentication (not str
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Simulator screenshots
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 Series 80 MIDP Conceplt SDK Bela 0.5.1,  Series 0 MIDF Concepl SOK Bela 0.5.1,  Series 80 MIDP Conceplt SDK Bela 0.5.1,
File Help File  Help

R 0 14.05.05 08:40

Sent messoges messoge
Phone book
Change language

Delete
Delete all messages
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® When receiving an SMS message, the application has
to open a listening connection for incoming messages.

conn.setMe

}

catch (Exception e)

{

conn = null;

}

return (conn != null);
} FDPW, Petrozavodsk 17.5.2005 — p.15/2!
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®m Wireless Messaging API
m Specification JSR-120
. ‘, C ' ~ - I Or 1
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Encryption
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Message Authentication

m SHA (Secure Hash Algorithm)
®m Produces a 160-bit message digest

= "

e input is processed in 512-bit blocks
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Record Store

®m Non-volatile storage
m Records can be added, deleted and replaced

F'
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Localization

® The locale, that is used in the device, can be found
with the method
: getPrope
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Push registry

m MIDP 2.0 introduced a construct called Push registry

® Enable an ap ||cat|on 0 register inbound
- S (Af 'catln-Management
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JAD

MIDlet-1: SafeSMS, /icons/icon.png, SafeSMS
MIDlet- Descrlptlon End to end SMS encryption

assine/OTA/SafeSVMS. ja

MIDlet-Pu
MIDlet-Vendor:
MIDlet-Version: 0.0.1
MicroEdition-Configuration: CLDC-1.
MicroEdition-Profile: MIDP-2.0
SafeSMS-EncMethod: Blowfish
SafeSMS-Lang: Eng

SafeSMS-Port: 54321

SafeSMS-MAC: Yes
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JAD

m Java Application Descriptor

m Port
® Language
m MAC

FDPW, Petrozavodsk 17.5.2005 — p.22/2!

[l

UNIVERSITY OF KUOPIO

Deployment

= Bluetooth
= [rDA
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Analysis
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