MuHHCTEepPCTBO HAYKH U BbIcHIero oopasoBanust Poccuiickoii @exepanuu
denepanbHOe rOCyIapCTBEHHOE OI0I2KeTHOE 00pa3oBaTe/ibHOE YUpeKIeHue
BbICILIET0 00Pa30BaHMS

«IMETPO3ABOJACKHIN TOCYJIAPCTBEHHBIM YHUBEPCUTET»
HNHCTHTYT MaTeMAaTHKU M HH(POPMALMOHHBIX TEXHOJIOT Ui

Otuer 0 MPOXO0KACHUHU HpOI/ISBOI[CTBeHHOﬁ NMPpaKTUKH

Beimonamn crynenT(ka) rpymsl 22307:
Kpbicun Brnagucnas PomanoBuu

Harmpasnenue noarotoBku:
[IporpamMHas uHkeHepuUst

MecTo npoXoKIACHUS:
Kadenpa UMO

Cpoku MpOXOXKICHUSI:
29.05.23-11.06.23

PykoBoauTenb NpakTUKHU:

K.T.H., JIOLIEHT
borosinenckas Onpra KOpbpeBHa

Oreuka
Mara

[Terpo3aBoack 2023 r.



Conep:xanme

BBEIIEHUIE. ... et e e e e e e e e e e e e e e aans 1
()10 (61312 (110101531 - FO PP SPRRRPPUPSPRRN 3
AKTYaTTbHBIC HAYYHBIC PEBYIIBTATBL.cccceuvvvrreeeeesirrreeeeeeaesreeeeeeassnrseeeesassssseeesssnsssseees 6
AKTYATBHBIC AHATOT . .eeeeeeeuevrreeeeeannnrrreeesssasnssseeesessnssseeessessssssessssssssssesessssssssseessennnns 8
SENSOTS TOOIDOX. .. .uveiieiiiiiiiiiiiieeeeeee e e e e e e e e e e aaaaaees 8
CpaBHEHHE BOBMOKHOCTEH TIPHITOMKECHHS. ... .vveeeeeerreeeerreeenereeeessseeenssseeeessseeeennns 9
OOIIIEC. ...ttt e e e e e e e e e e e et ae e e e eeeeeeeeeeseeesannns 9
(00117 1 07 C R PRTRRRN 9



BBenenue

Ha ceroassmnuii 1eHb, Kak Ha MPOU3BOACTBE, TAK U B OBITY MHOXKECTBO
Pa3TUYHBIX UHTEIUJIEKTYyaIbHBIX YCTPOMCTB, 00bEIMHEHBI MEX 1Y COO0M
IPOBOHBIMU U OECIIPOBOHBIMU KaHaIaMU CB3U. OpraHu3aiiys Takol ceTu
OrpaHM4eHa MHOXKECTBOM TpeOOBaHU, 13-3a OOJBIIIOTO CIIEKTPa YCTPOUCTB
HaAXOJSIIETOCs B CETU U CIOC00€ nepeaadyu HHPOopMaIui MEeXa1y HUMH.
YcTrpoiicTBa Takol CeTH, KaK HAllpUMEP MHTEIJIEKTYyaIbHbIN JaT4uK OOBEIUHSIOT B
cebe moMuMo 0a30BbIX PYHKIIUM cOOpa u nepeaaun nHGopMalnm, TaK xe e
00paboTKy. {151 BU3yaIbHOr0O MOHUTOPUHIA, TAKUX CUCTEM CTaHAAPTOM SIBIISETCS
BeO-uHTEpPeiic. B nienom cucrtema Ha3bIBae€TCA - UHTEPHET BEILIEH.

WNHTepHeT Beliei — 3To cucTeMa B3aMMOCBSI3aHHBIX BBIUUCITUTENbHBIX YCTPOICTB,
KOTOpBIE MOTYT COOMPATh U NepeiaBaTh JaHHBIE 110 OECIIPOBOIHOMN ceTu 6e3
y4acTus YeJIOBEKA.

Peur uner He TOMBKO 0 HOyTOYKax u cMapTdoHax. [loutu Bece ycTpoiicTsa ¢
KHOIIKOUM BKJTFOUCHUSI/BBIKITIOYCHUS TOTCHIIMAIBEHO MOTYT TIOAKITIOYATHCS K
MHTEPHETY U CTATh YAaCThIO MHTEPHETA Bellel. Hanmpumep, 4aCcThi0 HHTEPHETA
BEIIEH MOXKET CTATh YEJIOBEK C UMILIAHTOM JIJI1 MOHUTOPUHIA CEep/ilia, KaMepa,
BeAyllasi HaOMIOEHUE 3 KU3HbIO TUKUX KUBOTHBIX B MIPUOPEKHBIX BOAAX, MU
aBTOMOOMIIb CO BCTPOCHHBIMU JATUUKAMHU, MPEAYTPEKTAIOITUMHU BOTUTENS O
MOTEHIIMAIBHBIX prckaX. [1o cyTu, 3T0 MOXKET ObITh JIF0O0H 0OBEKT, KOTOPOMY
MOXXHO Ha3HaYUTh ceTeBoit azpec (IP-ampec) n KOTOphIil MOXKET MepeaBaTh
JIAHHBIE MO CETH.

Cucrema HHTEpHETA BEUIE BKIIIOYAET B C€0s JaTYMKHU U YCTPOICTBA,
B3aUMOJICHCTBHE KOTOPBIX OCYLIECTBIsIETCA yepe3 obnauyHoe coenquHenue. Kak
TOJIbKO JIaHHbIE TIOMA/IAl0T B 00JIaK0, OCYIIECTBISETCS UX 00paboTKa
IPOrPaMMHBIMU CPEACTBAMU U MPUHUMAETCS pEUIEHUE O HEOOXOAUMOCTH
BBINOJIHEHUS OIPECIICHHBIX ICVCTBUM, HAIIPUMEDP HACTPOMKHU JaTYUKOB U
YCTPOUCTB 0€3 HEOOXOAMMOCTH BBOJIa JJAHHBIX MOJIb30BATEIEM WIIH OTIPABKU
YBEIOMIICHU M.

IlonHas cucremMa MHTEPHETA BEIIEW COCTOUT U3 YETBIPEX OTHEIBHBIX
KOMIIOHEHTOB. J[aTUNKK yCTPOUCTB, CPEACTBA OAKIFOUEHHS, THCTPYMEHTHI


https://www.kaspersky.ru/resource-center/definitions/what-is-an-ip-address

00pabOTKH TaHHBIX U MOJIb30BaTeNbCKUil nHTEpdeiic. Hac Oyner naTepecoBarb
TOJIBKO YaCTh, & UMEHHO JIaTYMKU YCTPONCTB.

JlaT9uKy yCTPOMCTB COOMPAIOT JaHHBIE B ONIPEACIICHHOM cpefie. YCTPOUCTBO
MOKET UMETh HECKOJIBKO JaTYMKOB, HampuMmep, cMaptdon ocHarier GPS,
KaMepOoii, aKCeJIepOMETPOM U APYTUMU JaTUrKaMu. [{aTurku coOuparoT JaHHbIE U3
OKpY>KaroIlel cpebl JJisl pEeIICHUs ONPEIeICHHbIX 3a]1a4.

Lenbro Hamero npoekra no TIIIO 610 co31anre MOOMIIBHOTO MTPUIIOKEHHUS
00JIEryaroIero KOHTPOJIb 3a COCTOSHUEM KaMep U JaTYMKOB, KOTOPbIE MOTYT OBIThH
YCTaHOBJIEHBI Ha Pa3IMYHOM 000PYIOBaHHH.



Onucanme npoexkra

EYE — 310 MOOMIEHOE TIPIIIOXKEHHE TSI OTCIACKUBAHUS PAOOTHI JATYUKOB U
Buzeokamep. OHO MO3BOMISAET B3auMoAecTBOBaTh ¢ APl Monyns orcnexuBaHus
KOPPEKTHOM pabOThl AATYMKOB U BUAEOKaMep (MOYJb IPEICTABISAET U3 ceOs
HTTP cepsep)

BoT HEeCKOJIbKO MPUMEPOB, KaK TaKOE MPUIOKEHUE MOXKET OBITh IPUMEHEHO, C
HEOOJBIITUMU T0PaOOTKAMHU:

bezomacnocTs noma niu oduca: [punoxenrne MoKeT HHTETPUPOBATHCS C
CUCTEMOM 0€30M1aCHOCTH, COCTOSALIEH U3 JAaTYMKOB ABUKCHHUS, TATYMKOB
IBEPEN/OKOH U BuacokaMep. [1osb30BaTesib MOKET OTCIIEKUBATh COCTOSHUE
JaTYMKOB U KaMep, YCTAHOBJICHHBIX B O(uCe.

Ymublid 1oM: [IpunoxeHrne MOKET B3aUMOJICMCTBOBATH C JaTYUKAMMU,
YCTAHOBJICHHBIMU B Pa3HBIX KOMHATaX JIOMa, YTOOBI OTCJICKUBATH TEMIIEPATypY,
BJIAJKHOCTb, OCBEIICHHOCTD U Ipyrue rnapamerpsl. [lons3oBarens MOXKeET
MOHHUTOPHUTH U KOHTPOJIUPOBATH 3TH MapaMeTpPhbl U3 NPUIIOKEHUs. B ciryuae
MOJIOMKH OJTHOTO U3 YCTPOMCTB, XO35IMH JIOMa HEME/IJIEHHO MOJYy4YaeT YBEIOMIICHUE
00 5TOM ¥ MOKET CBOEBPEMEHHO €TI0 3aMEHUTb.

HpOMI)IHIJ'IeHHBIe CUCTCMbI MOHHUTOPHUHTIA: B IIPONU3BOACTBCHHBIX HIIN
IIPOMBIIIJICHHBIX CpCaax IIPUIIOKCHHUC MOXKCT MCIIOJIb30BaThCA A OTCICKHMBAHUA
pa60TBI PA3INYIHBIX AATYUKOB U BUACOKAMCP, CBA3AHHBIX C IIPOLCCCAMU
IMPOU3BOACTBA, KOHTPOJISA Ka4CCTBA UJIN oe3omacHocTtH. Ilonp30BaTeab MOXKET
IMoJIy4aTb JaHHBIC B PCKUME PCAJIBHOIO BPEMCHU, aHAJIM3UPOBATh UX U IIPUHHUMATb
COOTBCTCTBYIOIIUC MCPBHI.

TpancnoptHas 6e3onacHOCTh: [IpunokeHre MOXXET UHTETPUPOBATHCS C CUCTEMOM
MOHUTOPHUHTA TPAHCIIOPTA, BKJIIOYAs TAaTYMKU HA aBTOMOOWIISX WIIH B
oOmiecTBeHHOM TpaHcnopTe. [loap30BaTeb MOKET OTCIIC)KUBATH JAHHBIC
JNaTYMKOB, Takne kak GPS-nmo3unus, CkopoCcTh, ypOBEHb TOILIUBA.



[IpoeKT cOCTOUT U3 IBYX OCHOBHBIX YacTeil: MOOMIbHOTO npuioxkeHus: u API
MOJTYJIsl OTCIICKUBAHUS KOPPEKTHON pabOThI JATUUKOB U BUJcoKkamep. [JanHble u3
arny MpeoCTaBISAET 3aKa3urK, a peajnu3ainnueil MOOMIBHOTO MIPHIIOKEHUS Mbl
3aHUMAJIUCh CaMOCTOSITEIBHO.
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HpI/IJIO}KeHI/IC COOCPIKUT CICAYIOIINEC BO3MOKHOCTH:

OTtcnexxuBaHUE COCTOSTHUSA JOOABIEHHOTO 000PYIOBaHUS
ITosp30Barens MOKET UBMEHHUTH CTATYC OTCIEKUBAHUS
KaMepbl/JaTyuKa, TPYIIbl JaTYNKOB

[Tonb30Barens MOKET U3MEHATh HACTPONKHU A3bIKA MPUITIOKEHUS
[Tonp30BaTenb MOXKET BKJIIOUUTH/BBIKIIOUUTh OTCIICKUBAHUE
KaMepbl/JaTuyuKa, TPyIIbl JaTYNKOB

[Tonb3oBarens MOXKET J0OABUTh KaMepy/AaTuuK, FPyIIy J1aTYHMKOB
[Tonp30BaTens MOXKET yAAIUTh KaMepy/JaTyuK, TPYIITy TaTYUKOB
[TpocMoTp rpaduka coCTOSTHUS KaMepbl/JaTUNKa 32 MECSI]
Bo3MoxHOCTB BBIOOpa MHTEpBaia JUIsl €MHHIIBI BpEMEHU Ha Tpaduke
Bo3MoxHOCTB BEIOOpa BpEMEHHOTO MHTEpBaja 1js rpaduka
[Tonp30BaTens MOKET OTCOPTUPOBATH KAMEPBI/AATYUKH, TPYIIIIBI
JaTYMKOB IO ITOKA3aTelt0 KayecTBa
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AKTyaJIbHbIC HAYYHbIE Pe3yJIbTAThI

[Tpu pa3zpaboTke MpoeKTa Mbl ONUPAINUCH Ha CIEAYIOLIEE UCCIET0BaHUE:!
“NCCIIEJOBAHUME IMTPOU3BOAUTEJIBHOCTHU ITPOI' PAMMHBIX
MHCTPYMEHTOB MEXXCETEBOT'O B3AUMOJENCTBUS 15
CEMAHTHYECKUX IIJIFO30B MTHTEPHETA BEIIEN” JI. A. Bnacenxo, B.
J1. ®am, B. A. Kynuk, P. B. Kupuuek.

JUis Hamien 3a1aun OJHUM U3 BaKHBIX MOMEHTOB ObLI BEIOOp OMOIMOTEKN AJIs
paboTsl ¢ mqtt MpoTOKOI0M. BEIOOp MBI OCYIIECTBISUIN MO CIAEAYIOLIUM
napaMmeTpam:

e (CkopocTb npeoOpazoBanus U3 mqtt B http

e 3arpys3ka IEHTPaJIBHOIO Ipolieccopa

e 3arpy3Ka OolnepaTuBHON NaMsATH
Ham 6b110 BaXKHO MUHUMH3UPOBATH PECYPCHI, KOTOPBIE MOTPEOISET NPUTTIOKEHUE,
YTOOBI OHO MOIVIO pab0TaTh HA MAKCUMAJIbHOM KOJIMYECTBE YCTPOUCTB, a
BO3MOXHOCTHU TEJIE(POHOB CUIIBHO YCTYIIAIOT BO3MOXKHOCTSIM KOMITBIOTEpA.
B uccnenoBanuu Ob110 MPEICTaBICHO CPaBHEHUE TIPOU3BOIUTENBHOCTH
o6ubnmorek Paho-mgqtt, hbmqtt, nyamuk npu pabore ¢ mpoTokonom mqtt. 10 66110
CZI€JIaHO C MOMOIIBIO ITpoBeeHus 20 TECTOB, B KOTOPBIX 3aMepsiach CKOPOCTh
npeobpazoBanus U3 mqtt B http U COOTBETCBYIOIIas 3TUM PE3yJIbTaTaM 3arpyska
LEHTPaJIBHOTO MPOLIECCOpa U ONepaTUBHOM namsaTu. bubnuoreka paho-mqtt
OBICTpEe aHaJIOTOB BHITIOJIHUIIA TpeoOpa3zoBanue U3 mqtt B http:

1. Paho-mqtt - 167 mc

2. nyamuk - 180 mc

3. hbmgtt - 200 mc



PesynbTaThl NPOM3BOAUTENBHOCTH BUONMOTEK NPpKM Npeobpa30BaHuK NPOTOKONOE

oo | G e
MQTT--> CoAP MQTT--> XMPP MQTT--> HTTP
Paho-mqgtt 2,8 5,96 167
MQTT hbmaqtt 80 70 200
nyamuk 50 60 180
CoAP--> MQTT CoAP--> XMPP CoAP--> HTTP
CoAP aiocoap 3,3 5,8 212
txThings 2,75 7,95 259
XMPP--> MQTT XMPP--> CoAP XMPP--> HTTP
Xmpppy 6,6 7,5 279
XMPP
sleekxmpp 8,06 15,45 220
Twisted-xmpp 3,5 7 200
HTTP--> MQTT HTTP--> CoAP HTTP--> XMPP
HTTP/2 hyper 7,5 7 6,88
Hyper-h2 10 20 15

Paho-mqtt moka3asa jrydime pe3yJbTarsl pu padoTe IMEHTPATBLHOTO MPoIeccopa:

1. Paho-mqtt - 5.1%
2. nyamuk - 10%
3. hbmgqtt - 12%

ITo 3arpy3ke oneparuBHoi mamstu Paho-mqtt Taxke sBIIETCS TUAEPOM:
1. Paho-mgqtt - 4.6%
2. nyamuk - 6.2%
3. hbmgqtt - 7%




3arpy3ka onepaTMBHOI NAMATH U LIEHTPaNnsLHOro NpoLeccopa Npu Npeo6pasosaHui NPOTOKONoB

Npotokon “;:g:ﬂ:::“ % CPU % RAM
Paho-maqtt 5,1 4,6
MQTT hbmatt 12 6,2
nyamuk 10 7
aiocoap 5.4 5
CoAP
txThings 4 5,2
Xmpppy 46 5,2
XMPP sleekxmpp 7,5 5
Twisted-xmpp 4 5,5
hyper 4,3 57
HTTPR/2 ype
Hyper-h2 6 8,2

Onwupasich Ha MPUBEICHHBIC BBIIIE JAHHBIC MBI PEUININ BEIOpaTh OMOINOTEKY

paho-mqtt.




AKTyaJIbHbIC AaHAJIOTH

Sensors Toolbox

Sensors Toolbox— 3To MOOHIIEHOE TIPHIIOKEHUE, TTO3BOJISIIOIIEE Y3HATD
UHOOPMAIINIO O BCEX MOIIEPKUBACMBIX YCTPONCTBAX COMPSIKEHHBIX C Tele(pOoHOM,
C BO3MO)KHOCTBIO ITPOCMATPHUBATh B yIOOHOM BHUJE BCE JaHHBIC C IaTIUKOB B
pEeXHUME PealbHOTO BPEMEHH, TECTUPOBATh JATYHKU. JJ0CTyneH mMpoCcMOTp TaHHBIX
0 JaTyuKax Ha rpadrke U B TEKCTOBOM BHJE. Takke MMeeTcs MmoapoOHoe
OIMHCaHNe KaXIO0TO JIaTYMKa U €T0 IMapamMeTpOB.

[TpunokeHre MOXKET paboTaTh CO CIETYIOIIUM THIIOM YCTPOMCTB:

- IOKa3aHUs aKcelIepoMeTpa (IaTYMKU JTUHEHHOTO YCKOPEHUS U CUJIBI TSKECTH)

- TUPOCKOII (KaTuOpOBaHHBIN 1 HEKATMOPOBAHHBIH )

- 3D-opueHTanus yctpoucTsa

- IETEKTOP U CYCTUHUK II1arOB, TATYNKU KHHETUKH

- IaTYMKHW BEKTOPA BpaIECHUS

- IpyTUE JaTYUKU JBWKCHUS U TIOJIOKEHUS

- TAaTYUK OCBEIICHHOCTH

- MATHUTOMETp, 3HAYCHUS HAMPSHKEHHOCTH OKPYKAIOIIEro MarHUTHOTO TIOJIS

- OapoMeTp, TaTYNK JaBICHUS

u JIp.

C MOMOIIBIO MPUTIOKEHUS BBl TAK)KE MOXKETE TIPOBEPUTH, KAKHE TaTIMKH COJEPIKAT
BaIlle YCTPONCTBO, U MPOTECTUPOBATH UX.

CpaBHEHNE BO3MOKHOCTEN NPUIOKEHUS

JlanHoe npuioxeHue umeeT oosee 1 MITH. YCTAaHOBOK U SIBJISIETCS OJTHUM W3
TUAEepoB B cepe, a 3HAYUT UMEET MIUPOKYIO MOAIEPKKY OT TOJTB30BaATENCH.

Oo1ee

Ha rmaBHOM 3kpane “Sensors Toolbox™ mpeacTaBieH CIMCOK T00aBICHHBIX
YCTPOKMCTB, O KaXJI0M U3 KOTOPBIX UMEETCS MH(OpMaIIUs: JaHHbIE C JaTYUKa,
rpaduk nMoKazaHWi 3a MOCIETHUMN A€Hb, BO3SMOXHOCTh CKphITHS rpaduka. Ha
CTpaHMIIE HACTPOEK CIHCKA TaTYMKOB UMEETCSI BO3MOKHOCTh JOOABIEHUS U
yAaJeHUs JaTYMKOB C ITIaBHOIO JKpaHa.



Sensors

£ Accelerometer =
X: +0.58419 m/s2
Y: +4.47237 m/s? ol

Z: +8.58082 m/s?

9

frenfs

b |
@ Geomagnetic Field

X: -36.48000 pT
Y: -11.16000 pT 1/
Z: -11.40000 pT

Details

Name: AK8975C 3-axis Magnetic field sensor
Power: 6.8 mA

Vendor: Asahi Kasei Microdevices

Version: 1

39

Otmnnuus

B “Sensors Toolbox” npezcTaiieH ropasio 6ojiee HIUPOKUiA BLIOOP TaTYUKOB, a
TaKKe TOCTYIHBIX JIJISl TOJyYEeHUsI IaHHbIX 00 uX pabdoTe.

Opnnaxo B “Sensors Toolbox™ oTCyTCTBYeT BO3MOKHOCTh CMEHBI COCTOSTHUS
OTCIICKUBAHUS.



< Configure list of sensors

= < Rotation Vector
= @ Gravity
= F Light
= R Accelerometer
= [ Geomagnetic Field
= < Orientation
= Gyroscope
= @) Pressure

= [ Linear Acceleration

= <X, Proximity
= Step Counter

= & Location

= (% Battery

= (9 Date and time
— ): System

= 1} RAM

@
X CrAavAa~nAa

B nenom dynkimonan “Sensors Toolbox™ ¢xox ¢ HAITUM pelICHUEM U
MpeCTaBIACT U3 cebs OoJiee MPOABUHYTYIO BEpCHIO Bo3MOHOCTEH “Eye”.



BriBoa

B pesynbrare npoxoxaeHus IpoOu3BOACTBEHHON IPAKTUKUA MHE YAAJIOCh
CHUCTEMAaTU3UPOBATh 3HAHUS, KOTOPbIE 5 MOITYYHI padoTas MOCIETHUE MONToAa HaJl
npoekToM “Eye” no aucuumumnae “TIITIO” B IleTpo3aBoackoM rocyapcTBEHHOM
YHUBEpPCUTETE. Y4acTue B pa3pabOTKe JaHHOIO MOOMIIBHOTO MPUIIOKEHHUS JAJI0
MHE MHOTO OIIbITa B OOIIEHNU B KOMAHJI€ U COBMECTHOM pa3padOTKe, KOTOPBI,
0€e3yCII0BHO, SBJISIETCS aKTyaJbHbIM B HaIlle BpEMSI.

3aauu, KOTOpble ObUIM PEIIEHBI B X0/1€ MPAKTUKU:
1. O6ocHoBanue BbIOOpa OubIHOTEeKH paho-mqtt, HA OCHOBAaHWHU aKTyaJIbHBIX
HAy4HBIX PE3yIbTaTOB
2. CpaBHeHue pazpaboTanHoro npusnoxenus “Eye” ¢ npunoxenuem “Sensors
Toolbox™, nmeronum 0ojiee 1 MIIH CKAYMBAaHUH.

ITouck akTyanbHBIX HAyYHBIX PE3YJIBTATOB, IPUMEHUTEIBHO K HAILIEMY MPOEKTY,
OKazaJjicsd OYeHb MHTEepeCcHOM 3aiaueil. Oka3anoch, YTO B HACTOSIIUN MOMEHT I10
TpeOyeMbIM KPUTEPUSIM MPOU3BOAUTEILHOCTA OMOTUOTEKH /IS SA3bIKA
MIPOrPaMMUPOBAHUSI MOKHO HANTU MHOXKECTBO UCCIIEAOBAaHUM, KOTOPBIE IOMOTYT
clenarb BRIOOP B MOJIb3Y OJHOM, MO0 Apyroi e€ peanuszanuu. CpaBHEHHE CBOETO
MIPUJIOKEHUSI C aHAJIOTaMU TaK»Ke Jaj0 MHE MHOTO HOBOTO B TOHUMAaHUU
JaTbHEUIIero pa3BUTUSI CBOMX MPOAYKTOB M BO3MOXKHBIX MPOOJIEM, paHbIlIe MHE
ATUM 3aHUMATHCS] HE TPUXOIUIIOCH.
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