TectupoBaHue 10

Crtatnyeckoe TecTupoBaHue

Kynakos Kupunn AnekcaHapoBuy




CTaTn4yeckoe TeCTupoBaHUE

e Cratnyeckoe TecTupoBaHne — aHanm3 popmMasibHbIMU
MeToaamMn 6e3 BbINO/THEHNA TECTUPYEMOW NPOorpamMmbl
HEBEPHbIX KOHCTPYKUUA NN HEBEPHbIX OTHOLLEHNN
06bEKTOB nporpammbl (OLLMOKM doopMasibHOro 3aaHuns)

PYUYHOE MCMOSIHEHWE
KOMNUAATOPbI

cpefaa nporpaMmupoBaHust
cneunanbHble UHCTPYMEHTbI




Llenn n 3agayn

e Llenb: BbiiBNEHME pacXOXAEeHNN Ha PpaHHEM 3Tarne B pas3/INYHbIX
npeactaB/ieHNax npoekTta (Kkoa, AoKyMeHTauus, ...)

* licxoaHble AaHHbIE:
- T3
— CraHpapThbl, cneumndonkaumu, ranananHsol
— [N1poeKkTHble OXnagaHuA
e 3agauu:
— aHa/u13 npeactaB/ieHNS

MONCK HECOOTBETCTBUN MeEXAY TEKYLLUNM COCTOSAHMEM W
oXugaHuem (Hanpumep, mexay Koaom U ctaHoapToOM
KoANpoBaHUA)

NoKaJ1M3auuns npo6ne|v|Horo ydacCTKa




Py4yHOe TecTupoBaHue

BbibupaeTca 06beKT TecTUpoBaHua (Hanpumep, Koa Mmoayns)
Ha3HauyaeTcs OTBETCTBEHHbLIN 3a TECTUPOBAHME
[TpoBOANTCSA PYHYHOW aHa/IM3 06bekTa (NPOCMOTP Koaa)

Pe3ynbratbl 0POpPMISIOTCA B MPOTOKOJ

[111oChbl:

— MWUHUMYM JMI0XHbIX cpabaTbiBaHNM
— YYeT MHOXeCTBa KpUTepues
MWHYCBI:

— OQ4YeHb A0/1ro N [opPOoro

— YesioBeYeCcKnin haktop




Py4yHOe TecTupoBaHue

Kputepun oueHkn: Habop(bl) npasun

Mpumep: npaBuna Ckotta Manepca (Ckomm Matiepc - 3ghchekmusHoe
ucrosib3o8aHue C++. 55 BepHbix crnocobos y/1y4uuums Cmpykmypy U Koo Ballux
rnpozpamm)

[MpaBwuno 2: NpeanountanTe const, enum u inline ncnons3oBaHutio #define
[Mpasuno 3: Besae, rae T0/1bKO MOXHO MCMO/b3ynTe const

MpaBunno 4: Npexae 4Yem Ucnosib3oBatb 06bEKTHI, y6eaAnTech, YTO OHU
NHNLNaTN3NPOBaHbI

[MpaBwnio 7: O6bABNANTE AECTPYKTOPbI BUPTYas1bHbIMW B MONMMOPJIHOM
0a30BOM K/lacce

MpaBnno 9: Hukoraa He Bbi3biBaliTe BUPTYasibHble (OYHKLUN B KOHCTPYKTOPE
WA NecTpykTope

MpaBuno 18: MpoekTnpyinte nHTepdeicbl Tak, YTo UX NIETKO BbI0
MCMNo/b30BaThb NPAaBWU/ILHO U TPYAHO — HENPaBUILHO




Py4yHOe TecTupoBaHue
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Q, Search or go to...

oeKT
Ctest
Pinned
ObcyxgeHuA
3anpochl Ha ClMAHKE
Manage
Plan
Code
Build
Secure
Deploy
Operate
Monitor

Analyze
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O B https://dev.cs.petrsu.ru/kulakov/ctest/-/merge_requests/new?merge_request[issue_iid]=1&merge_reques

Kirill Kulakov Ctest Janpock Ha cnufHre | HoBbik

HoBbli1 3anpoc Ha cnusiHue

From 1-add-coveralls-report into main

Title (required)

CMEHWTE BETKH

| Draft: Resolve "add coveralls report”

Mark as draft
Drafts cannot be merged until marked ready.

Onucanue

MpefeapHTenbHBIA NPOCMOTP B I %

Closes #1

Switch to rich text editing

Add description templates to help your contributors to communicate effectively!

Assignee

Kirill Kulakov

Reviewer

Unassigned

3T1an

BoibpaTte 3Tan

MeTku

Select label

Merge can start

Anytime v

Requires that merge checks pass.




Py4yHOe TecTupoBaHue

« > C O B &= https://gitlab.dckarelia.ru/opti-repair/web-api/-/merge_requests/354/diffs

)
o + f'“" Opti-Repair / Web API |/ 3anpochkl Ha cnvadue [ 1354

O 1 81 (9 n " .
Resolve "Y6paTb gawboap, 4o6aBUTbL AaTYMKH Pegactpoea, :

Q, Search or go to... i
% Crumo Kynakoe Kupunn requested to merge 18-ubrat-dashboard-dobavit. [y into dev 1rog Hasag

MpoekTt

Obzop © KoMmmuTel 2 CbopoyHble NMHUK 3 W3meHeHun 12 Add ato do
W Web API

* Pinned O : Compare dev ~ and nocnegHss sepcus ¥ 12 painos +63 -52 | T | ¥ &2~

ObcyxaeHun daiinel 12 : S | v app/enums/security.py [ +8 -6 [J Viewed [ @

3anpockl Ha cnuAHKe Q Search (e.g. *vue) (Ctrl+P) @@ -61,17 +61,18 @@ class S T e e e

Manage By app
user_scopes_descriptions = {
"DASHBOARD': "[awboapp",
A security.py ] . = "COOLANT_SERVICE': "CepBuMc KoHTpons COM",

Plan By enums

Code
'"WORKLOAD_SERVICE': "Cepewc 3arpysedHHocTu ofopypmosaHna™,

3anpocsl Ha cnuaHue By messaging [ e "NODES_JOURNAL' : "KypHan ysnos",
) # broker_event_bus.py ( 6 "MODULES_JOURNAL': "MypHan nporpaMMHeX mMogynen",
Penozutopuii b + 'SENSORS_JOURNAL': "MypHan patumkoB",
E5 routers &9 67 "MEASUREMENTS_JOURNAL': "WypHan W3MepeHwnid",

BeTkun &
"USERS_JOURNAL': "KypHan none3oeatenen”,

P dashboard 3 ¢
KomMmuTel 69 "ROLES_JOURNAL': "MypHan poned",

& widgets.py = "DEVELOPER_MODULE_INFO': "3oHa pa3paboTyMKa nporpaMMHOro
Tern nmogyna",
B modules 1 "HARDWARE_JOURNAL' : 'KypHan annapaTHeX mogynein',

Repository graph
P ry grap Py dtcp

"TREND_SERVICE': "CepBMC NOCTpOEHMA TpEeHZoB",
@ ditcp_a... dules.py @ 74 | + "COOLANT_SERVICE': "Cepsuc woHTpons COK",

"WORKLOAD_SERVICE': "CepeBWc sarpysedHHocTW obopypoBaHns",

) 7 "DIAGNOSTIC_ASSISTANCE_SERVICE': "CepeuCc noMoww B OWArHOCTHUKe",
Build @ dtcp_t... dules.py = "VIBRATION_DIAGNOSTICS_SERVICE': "Cepewc subpoanarHoOCTHKK",

Compare revisions

CHunNeTkl & dtcp_e... dules.py

@ class UserScopesEnum{Enum) :

Secure @ dtcp_t... dules.py

Deploy & commons.py o] a1 - i

Knacc-nepeuucneuue npae NoNL30BaTeEnA.
Operate @ module_...ements.py

A nodes_rel.py O] 5 DASHBOARD = auto() # npasc
COOLANT_SERVICE = auto()

@) Moo @ auth.py




KomnunaTtop

 OWNbKM KOMNUNALNK
* [lpepynpexneHus
* Onunn KoMmnmnayunm

- -Werr="tun npegynpexaeHmnsa' — BOCNPUHUMATb
npegynpexaeHne Kak owwnoky. [1na HacTPoALWmMX caMypaes -
Werr 6e3 napameTtpoB unn -Werror

-Wpedantic cTtporoe coorsetrcTeme ctaHagaptam ISO C u ISO
C++

-Wall BkntoueHue npeaynpexaeHnn
-Wextra BK/1loUEeHME A0MNOMHUTENBbHbLIX NpeaynpexaeHuin




KomnunaTtop (npeaynpexaeHuns)

-Waddress — HeaonycTnmoe 1Ucnosib3oBaHne aapecoB NamAaTu
-Warray-bounds — Bbixof 3a npefens| rpaHnL, Maccuea
-Wbool-compare — cpaBHEHME NOrMYeCcKoro u Lesnoro

-Whool-operation — coOMHUTe/bHbIE Onepaunn ¢ JIOrMYeckKMm TUNOM
(Hanpumep, 6UTOBOE OTpPULIAHNE)

-Wc++11l-compat -Wc++14-compat — 1cnonbL30BaHNe KOHCTPYKUUNA,
3HauYeHne KOTopPbIX NOMeHAN0Ch (Hanpumep, Kn4vesble cnosa B ISO C ++
2011)

-Wcatch-value — HecooTBeTCTBME 06pabOTUMKaA
-Wchar-subscripts — nHgekc maccusa tuna char
-Wcomment — Ha/imuyme KOMMeHTapusa B KOMMEHTapum

-Wduplicate-decl-specifier — ny6nnposaHue cneundomkaropa B
Aeknapauum

-Wenum-compare — cpaBHeHune 3HauYeHum Pa3/MIMyHbIX TUMOB




KomnunaTtop (npeaynpexaeHuns)

-Wformat — HenpasunbHbIM hopmar B printf/scant

-Wint-in-bool-context — ncnosnb3oBaHne LUeNOYNCIEHHOIO 3HAa4YEHNS BMECTO
NNOrNYecKoro

-Wimplicit — aHanor -Wimplicit-int n -Wimplicit-function-declaration
-Wimplicit-int — geknapauns He yka3biBaeT TUM

-Wimplicit-function-declaration — ncnosib3oBaHne oyHKUUN nepeq,
0ObABMIEHNEM

-Winit-self — camonHuumannsauma (int i=i;)
-Wlogical-not-parentheses — f1ieBbIil onepaHa He ABAAETCA NOMMYECKUM TUMOM
-Wmain — (pyHKUMA main onpeaenieHa HEKOPPEKTHO

-Wmaybe-uninitialized — ecTb BO3MOXHOCTb MPONYCTUTb NHMLUMAIN3ALNIO
nepemMeHHOoM

-Wmemset-elt-size — nogo3puTenbHbIA BbI30B memset (HenpaBu/ibHbIe
pasmepbl)




KomnunaTtop (npeaynpexaeHuns)

-Wmemset-transposed-args — nogo3puTesbHbIv BbI30B memset
(HenpaBW/1bHbLIN NOPSAA0K apryMeHTOoB)

-Wmisleading-indentation — ognHakoBbI OTCTYN A/19 CTPOK pa3HbIX 6/10KOB
-Wmissing-attributes — otcyTcTBne atprubyTtoB B 00bABMIEHUN DYHKL M

-Wmissing-braces — nHunuymanunsarop arperara nim o6beguHeHnsa He
MOJTHOCTbIO 3aK/104YEeH B CKOOKU

-Wmultistatement-macros — Hebe3onacHble MaKpPOCbl MaKpOCOB

-Wnonnull — nepegaya HyneBoro ykasaresns ai1s apryMeHToB C aTpnoyTom
nonnull

-Wnonnull-compare — cpaBHeHue nonnull atrpnéyta ¢ null

-Wopenmp-simd — MoAenb CTOMMOCTW BEKTOpa nepeonpenensdetr ANPeKTUBy
OpenMP simd

-Wparentheses — BO3MOXHO OMYLLIEHbI KPYT/ble CKOOKWN TaM e OHU
Heo6xoAMbI (Hanpumep, AN yKasaHUs Nopsiika onepawuii)




KomnunaTtop (npeaynpexaeHuns)

-Wpointer-sign — nepegava nin NpucBoOeHne ¢ ApyrMm TUNom
-Wreorder — M3MeHEHHbI NOPSA0K MHMLMaNn3aLUmMm 3IEMEHTOB

-Wrestrict — aprymeHT MOXeT NepeKpbITbCA APYrMM apryMeHToM (Hanpumep,
KONMpPOBaHME YacTu CTPOKN BHYTPb Ccebs)

-Wreturn-type — B0o3BpallaemMoe 3Ha4YeHne He COOTBETCTBYET OXUAAEMOMY

-Wsequence-point — npeaynpexaeHne o Kofe ¢ HeonpeaeneHHoW ceMaHTUKOM
(Hanpuwmep, a=a++;)

-Wsign-compare — cpaBHeHVe 3HaKOBOro 1 6e33HaKoBOro

-Wsizeof-pointer-div — noaosputesnibHoe 1crnosib3oBaHne sizeof B onepaumnax
neneHns

-Wsizeof-pointer-memaccess — napameTpbl NOA03PUTENbHOW O/INHbI
(Hanpumep, sizeof(ptr))

-Wstrict-aliasing — ncnonb3oBaHune Koga HapyluarLlero npotecc
onTuMmnsauymm

-Wstrict-overflow — HegonycTmoe 3HakoOBOE nepenosiHeHne (Hanpumep, x+1
> X)




KomnunaTtop (npeaynpexaeHuns)

-Wswitch — OTCYTCTBYIOT BO3MOXHbIe case yC/10BUS

-Wtautological-compare — pe3ynstaTt ycnoBus Bcerga
onpepeneH (Hanpumep, I>i)

-Wtrigraphs — ncnonb3oBaHune Tpurpadoos (??<) c
BO3MOXXHOCTbIO IBOAKOrO CMbIC/1a

-Wuninitialized — BO3MOXHO He NHMUMaNN3NpoBaHHaA
nepemeHHas

-Wunknown-pragmas — 1cnosib30BaHne HENOHATHOW #pragma
NVPEKTUBBI

-Wunused-function — (pyHKUMA 06bABNEHA HO HE NCMOJ1b3YEeTCH
-Wunused-label — aeknapauusa o6bsaBieHa HO He UCMO/b3YyeTcs
-Wunused-value — Bblyncnsemoe 3HayeHmne He NCNOoJIb3yeTCH
-Wunused-variable — nepemeHHasa He nUcnosnb3yeTcs

-Wvolatile-register-var — nepemeHHas perncrpa obbsiB/ieHa
N3MeHUY1BOW




Komnunatop (gon.npeaoynpexaenusd, -Wextra)

-Wclobbered — BO3MOXHOCTb NU3MEHEHUA NepeMeHHbIX MPY UCNOoIb30BaHUKN longjmp nnu v;‘ork
-Wcast-function-type — ykasaresnb Ha (DyHKLMIO OTOOGpaxaeTcsd Ha HECOBMECTHY OYHKLMIO
-Wempty-body — nyctoe T1eno ycnosus

-Wignored-qualifiers — Bo3Bpallaemblit TN yHKLMM UMEET Knaccudukarop tuna const

-Wimplicit-fallthrough — ycnosue B switch nepexoaut B apyroe ycsosue (BO3MOXHO NponyLieH
break|return)

-Wmissing-field-initializers — nHnymanmMsarop CTpPyKTypbl UHULNAN3NPYET HE BCe N0
-Wmissing-parameter-type — napameTp oyHKuun 6e3 tuna

-Wold-style-declaration — yctapesLlunin doopmat geknapaumia

-Woverride-init — nepeonpegeneHne MHNLMaIU3NPOBAHHOIO NOMA

-Wtype-limits — cpaBHeHMe Bcerga UCTUHHO WU/ JIOXKHO M3-3a OrpaHNYeHHOoro gnanasoHa gaHHbIX
-Wuninitialized — nepemeHHas He nHMUWanNM3npoBaHa

-Wshift-negative-value — cmelleHne otTpuyaresibHOro 3Ha4eHus

-Wunused-parameter — napameTp PyHKUNM HE UCMO/b3YETCA KPOME 0OBbABNEHNS

-Wunused-but-set-parameter — napameTtp pyHKUUM HA3HAYaE€TCA HO HE UCMOJIb3YETCA




Komnunatop (octanbHoe)

* -Weffc++ must have onuusa. He Bkiovaetcsa ¢ nomoubto -Wextra nnam -Wall u coaepXxit npoBepky
pekomeHpgaunin Ckotta Meriepca (http://www.aristeia.com/ddjpaperl.html):

Item 11: Define a copy constructor and an assignment operator for classes with dynamically
allocated memory.

Item 12: Prefer initialization to assignment in constructors.

Item 14: Make destructors virtual in base classes.

Item 15: Have «operator=» return a reference to *this.

Item 23: Don't try to return a reference when you must return an object.

Item 6: Distinguish between prefix and postfix forms of increment and decrement operators.

Item 7: Never overload "&&", "||", or ",".

-Woverloaded-virtual — neperpy3ska BUpTyasibHbIX OYHLUNIA BbITNAANT N10XO.

-Wctor-dtor-privacy — Hencnosib3yemble K/acCbl — C NMPUBATHLIM KOHCTPYKTOPamMu U AeCTPYKTOPOM
-Wnon-virtual-dtor — HeBupTYyanbHbI OECTPYKTOP

-Wold-style-cast — npuseaeHue B ctune C — 310 N10X0

-Wconversion -Wsign-conversion — BOPHUHI 0 Npeobpa3oBaHun Tuna. npu KOTOPOM 3Ha4YeHune
MOXET U3MeHUTbCA. Kak HM cTpaHHo, He BxoauT B -Wall

-Wunreachable-code — koz, KOTopbI HUKOraa He 6yAeT BbIMNO/IHEH




Cpena nporpaMmmmpoBaHnS

[InHaMnyeckoe oTC/eXxmnBaHne COCToAHNE Koaa
ABTOMOACTAHOBKA 9/1EMEHTOB/3HAYEHNIA
[NoacBeTKa/nosicCHEHME OLUIMOOYHbIX KOHCTPYKLWIA

ABTO3aMeHa 4acTo BCTpevaeMbIX OLLUNOOUYHbIX
KOHCTPYKUMK (Nnpumep: a.b Ha a->b)

OdhopmneHne koga

OTcnexmnBaHmne naMmeHeHun




CneunanbHble cpeacTea

bonee cTporas dpopmannsaunsa koga
Habop TecTtoB Ha Ha/sIM4ume "34paBoro cMmbicia” B koae

AHanor paboTbl KOMNUASTOPA C MaKCUMaslbHbIMY NapaMeTpamMu U
MUHUMa/IbHO NPON3BOANTENTbHOCTbIO

— *lint Habop cpencTB A1 pasHbIX A3bIKOB NporpammMmupoBaHns (splint)
Coverity Ctatnyeckuit aHanunsarop (http://www.coverity.com/)

Cppcheck becnnaTHbI aHanM3aTop Ha OCHOBE PEerysisipHbIX BblpaXeHui (
http://cppcheck.sourceforge.net/)

Clang KomMnnnaTop co BCTPOEHHbIM CTaTUYeCKUM aHa/In3aTtopom (
http://clang.llvm.org/)

Frama-C AHannsatop nporpamm Ha A3bikn Cu (http://frama-c.com/)

Goanna AHasim3aTtop nporpamMmm Ha A3bikn Cn/Cn++ (
http://www.redlizards.com/)

PC-Lint Becbma rmokuini MIHCTPYMEHT CTaTUYecKoro aHasimsa (
http://www.gimpel.com/)



http://www.coverity.com/
http://cppcheck.sourceforge.net/
http://clang.llvm.org/
http://frama-c.com/
http://www.redlizards.com/
http://www.gimpel.com/

Splint

Splint - UHCTPYMEHT A151 CTaTUYECKOM NpoBepKM nNporpamm Ha C ANns yAa3BUMOCTEN M OLLIMOOK
NnporpaMmmmpoBaHus.

OdomumanbHbIn cant hitp://www.splint.org
[Mpo6nemsl, 06HapyxeHHble Splint, BK/IOYaIOT:

B Pa3biMeHOBaHMe HyNeBOoro ykasarens,

cnonb3oBaHne BO3MOXHO HeonpeaeeHHOro XpaHuamiia nn Bo3BpallaeMoro XpaHuuiia, Kotopoe
He onpeaeneHo A0/MKHbIM 06pa3oM;

HecooTBeTcTBMsA TUNOB C 60ﬂbLLIel7I TOYHOCTbHO U FVI6KOCTb}O, yem I'Ipe,EI,OCTaBI'IeHHbIe KOMI’II/IﬂFITOpaMI/I
C,

HapyweHne nHdpopmaumn cKkpbiBaeTcs;
OLWwn6KM ynpasfieHna NamMmATbio, BK/KOYas MCNosib30BaHNe 060pBaHHbIX CCbIJTIOK U yTeuek namsTu;
OnacHoe crnaxuBaHue;

Mogudomkaummn n ncnonb3oBaHne rnodasibHbIX NePEMEHHbIX, KOTOPble HE COOTBETCTBYIOT YKa3aHHbIM
NHTepdencawm;

Mpo6neMHbI NOTOK yNpaB/eHUsl, TaKOI Kak BEPOSTHbIE GECKOHEYUHbIE LMK/bI, MONaAaeT B C/yYan Uim
HenosHble swith 1 Noao3pUTeNbHbIE YTBEPXKAEHUS;

YS13BMMOCTM NepenosiHeHust bydepa;
OnacHble Makpopeasm3aummn 1amv Bbi30Bbl;

HapyLueva NHAONBUAYU1bHbIX cornaleHunin 06 nMeHax.



http://www.splint.org/

Splint

bool.c

# include "bool.h"
int f (inti, char *s,

{

bool bl, bool b2)

if (i =3)
return bl;

if (]| s)
return i

If (s)
return 7;

If (b1 == b2)
return 3;

return 2;

Running Splint
> splint bool.c +predboolptr —booltype bool

bool.c:6: Test expression for if is assignment
expression: i = 3

bool.c:6: Test expression for if not bool, type int: i =3
bool.c:7: Return value type bool does not match
declared type int: bl

bool.c:8: Operand of ! is non-boolean (int): i
bool.c:8: Right operand of || is non-boolean (char *): !i
I's

bool.c:10: Test expression for if not bool, type char *:
S

bool.c:12: Use of == with bool variables (risks
Inconsistency because of multiple true values): bl ==
b2

Finished checking --- 7 code warnings found




CppCheck

[IPOEKT C OTKPbITbIM UCXOAHbIM KOAOM (Open source)
nttps://github.com/danmar/cppcheck/

‘eHepauma otyeta B popmarte XML

"loanepxka Gitlab code quality report dpopmata

cppcheck: Draft: Resolve "add sonar scanner"
stage: test

B §% Omxpumo - Kirill Kulakov requested to merge 2-add-sonar-scanner (8 into main 14 MuHyT Hasag
script:

. ML L WIS Y G MREEEL TNAABLL DREEMIEY SIS0 X § 0O63o0p 0O KoMmuTbl 4 CHopoyHble NUHUK 8 MameHenna 2
- pip install cppcheck-codequality --break-system-packages B i Re k = e

- cppcheck --xml --enable=all ./app 2> cppcheck.xml Closes 2

- cppcheck-codequality --input-file cppcheck.xml --output-file cppcheck.json
artifacts:
reports:

codequality: cppcheck.json Merge request pipeline npoiigexo pna 49968790 Tonsko uto (3)
paths: Test cove % (-3.00%) from 1job (B

Merge request pipeline #1662 npongeHo

- cppcheck.xml

[ofilslsv %y Approval is optional (3)

Code Quality scans found 5 new BrIBO[0B.

@ Minor - Condition 'i=3' is always true (CWE-571)
in app/myfunc.c:45

@ Minor - Condition 's' is always false (CWE-570)
in app/myfunc.c:49

® Minor - Parameter 's' can be declared as pointer to const (CWE-398)
in app/myfunc.c:42



https://github.com/danmar/cppcheck/

SonarQube

Mnardpopma A1 HENPEPLIBHOrO aHaIn3a U U3MepeHus
KayecTBa NPOrpaMmMHOro koga

icnonb3yeT BCTPOEHHbIe aHanmM3aTtopbl (M1aTtHO) Nnu
pe3ynbraTbl BHELLIHUX CTAaTUYECKMX aHa/In3aTopoB (becniaTHo)

- Wcnonb3yetca SonarQube Community + sonar-cxx
[TpaBnna ana otobpaxeHus cogepxaHus owmnobok

[Mpodonnin kauecTBa A rpynnmpoBaHnUs NpaBu
[Toporu kayecTBa An14a onpeneneHns pesynsrara
NHTerpauua c Gitlab

OTobpaxeHune pesynbrata aHasimsa Bcero koga (gitlab
OTOOpaXkaeT pesy/nibraT U3SMEHEHUN B 3aMNpOCe Ha CNUAHKE)




onarQube

MpoekTbl 3ameyaHun MNpaBuna MNpogunu kayecTea Noporm kayecTea AOMWHWMCTpUpOBaHue

Moe usbpaHHoe Bce

[Mowck NpOEKTOB... Bup OBuee coctod...™ Copti...  Hma

OuUneTpLI

Mopor kayecTea v ctest NMPMBATHbIA

+ [poiipeHo Mocneguuin aHanus: 14 gHei Hasag - 136 CTpokwk koga » CXX

. oo A0 g 1 A 36 A —

YAasBuMocTK Owmbrm [edekTsl kOoa Qb30p noTeHUMansHbIX yA3BMMOCTEN
BesonacHocTb

Konuuectso yssBumocTen

A = 0 UH)OPMALMOHHBIX... ¥ Ctest NMPUBATHbIA

= 1 HE3HAYMTENBHBIX 3...

= 1 BamHbIX 3aMe4aH...

[naBHaA BeTKa NPpoeKTa ellle He NPpoaHan3IvpoBaHa. HaCTpOﬁKa aHanusa

z 1 KPMTHYECKWX 3aMe...
= 1 BNIOKMPYIOLLWX 3aM...

HapexHocTtb 2 13 2 nokasaHo

KonnuyecTtBo owmnbok
A = 0 nHdOpMaLNOHHBIX...
B = 1HE3HAYMTENLHBIX 3...
C = 1 BaxHbIX 3amedaHuin 1

D =1 KPUTHYECKKMX 3aMe...

Cospatb NpoeKkT ~

=T 2 npoekT(oB)

X Owwnbka

O * 0,08
51,9% [ybnwpoea
MokpeiTue




onarQube

MpoekTo 3amevaHua Mpaewnna Npodunu KauecTea Moporu kauecTea AOMHUHWUCTPUPOBaHWE Ewé

Y7 ctest I main

0630p JameyaHun MNoTeHyWancHble YA3BMMOCTH MNMokasarenu Kop, AKTMBHOCTB HacTpoiku npoekta ~ MHdopmauma o npoekTe

136 CTpokv kofa - Bepcwd not provided |j'-D YCTaHOBWTL AoMalUHed cTpaHuyer [*] NpoitT akckypcwo

Mopor kauectea @ MocnegHuih aHanus 14 gHeid Hasap

X OwwnbKa

HoBbii Kop ' 1he npoiigexo Becb kop,

Hoswiid kog: 3a nocnegtue 30 gHeid

1 ycnoeue He BEbINONHEHO Hoeble 3amevyannAa OLWMBKA MpuHATLEIE 3aMedyaHna

6 0

Tpebyetca=0 HewcnpaeneHHbIE KOPPEKTHEIE 3aMEYaHNA

6 3amMmevaHun

WMcnpaesTe npodnemsl Ao TOro, Kak oHK
noenuAT Ha Mopor KauyecTea NPoeKTa B
salweit IDE ¢ SonarQube for IDE .
Mcnone3yidTe BCHO ero cynep-nynep Mouys!

MokpeITHE OyGnupoBaHue

HeT paHHbIx HeT faHHbIX

MoTeHuWanbHblE YAIBMMOCTH

0




onarQube

MpoekTbl 3amMeyaHwnAa Mpaewnna MNpodunu KauecTEa Moporw kayecTea AOMWUHWUCTPUPOEBaHWE Ewé

T ctest I main (%
OB3op 3amevanua MoTeHuManbHble YASBMMOCTH Mokasatenu Kop, AKTWBHOCTb HacTpoliikm Nnpoekta ~ MHbopmauma o npoekTe

OTKpBITO ¥ He HasHaueHo v L6 = 2 MecAua Ha3ag
Mow samevanmna Bce

[J 1000isa magic number; consider replacing it with a named constant

DunbTpbl )
@ Oedext kopa @ clangtidy +

Hoerlid kog OTKpbLITO v He Ha3HaueHo v L7 = 2 mecaua Haszag

o TUn [J 1000isa magic number; consider replacing it with a named constant

-f! — & LedekT kopa [ ] clangtidy +
IMOKa

OTKPBITO v He Ha3zHayeHo v L7 = 2 MecAua Ha3ag
& OedexT koga
O narrowing conversion from 'Int’ to signed type 'char’ is implementation-defined

~ Cepbe3HoCTb

@ Ledert kopa @ clangtidy +

OTkpbITO v He Ha3zHaueHo L8 = Smin ycunwil - 20 gHeil Hasag

@ BawHoe
HeaHaunTensHoe O narrowing conversion from 'int' to signed type 'char’ is implementation-defined

© VHpopmaloHHoe 1 @ OedexTkopa @ clangtidy +

> Twn Koga
OTKpBLITO v He Ha3HayeHo L& « 20 gHeit Hasag

> Cratyc @
O Memory leak: buffer

SonarQube™ technology is powered by SonarS 2 SA [ Community Build»v25.2.0.182785 CTAHOAPTHEIA LGPL v3 [] Coobwecteo [} Oowymentauma [ Mnarvus 7] Web API




SonarQube

MpoekTo 3amMeudaHunsa Mpaewnna Mpodunu KauecTea Moporu kayecTea AOMWHUCTPUPOBaHWE

¥ ctest 1 main x

0OB3op 3amedaHuA MNoTeHWWanbHble YA3BUMOCTK Mokasatenu Kog AKTWBHOCTb HacTpoiiku npoekta ~ MHpopmaums o npoekTe

[ ctest >3 app > [ myfunc.c

[ ctest CTpoku MMokpwTe  [OyGnupoeaHue YAseuMocTH  OwwOkn  [dedexTol koga  lNoOTeHUuWanbHas yA3BUMOCTb

[ app/myfunc.c | O 39 100% 0,0% 0 1 18 0

kulako
#include <stdio.h=
#include <stdlib.h=
#include "myfunc.h"

int myfunc(int b) {
char *buffer = malloc(sizeof(char) * 1000);
buffer [8] = b + 4;
// 3dece domwen pyzameca sonarcloud, m.k. ymeyxa namamy
return buffer[e];

val;
fibonachi{int num) {
int prev = 1;

int next = 1;

if (num < @)

statement should be inside braces Mouemy 3To npobnema?

@ LedexT kopa clangtidy +

OTKpBITO v~ He HasHaueHo v L19 = Smin ycunuid = 20 aHeil Hasan,

statement should be inside braces Mouemy 3To npobnema?

& Dedext koga @ clangtidy +




SonarQube

) SonarQube i 1 a
&cloud Q My Projects My Issues Explore a & 0 + 4

Kirill Kulakov > ctest > § main v
A The last analysis has a warning. See details
Summary Issues  Security Hotspots  Measures Code  Activity

Main Branch Summary 170 Lines of Code ? - Version 1.0 [*] Take the Tour

Quality Gate: Sonar way @ Last analysis 5 months ago - g 6d741923

Passed

New Code Overall Code

Security Reliability Maintainability

0 Open issues 1 Open issues 23 Open issues

Accepted Issues Coverage Duplications

0 51.9% 0.0%

No conditions set No conditions set
on 101 Lines to cover on 263 Lines

Security Hotspots

3




SonarQube

 Cxema paborTbl:
- HacTpanBaem npoekT B SonarQube (umnopt ¢ Gitlab)

[lobaBnsem KoHurypaunoHHbIn panni sonar-project.properties B
PENO3NTOPUIA

B gitlab CI/CD 3anyckaem Clang-Tidy (npumep)
TOKEH B HACTPOWKK NpoeKkTa
[Nenaem akcnopT pesynbsrata B SonarQube cepsep

@ Operate > v HGPEMEHHb!e

& Monitor Variables store information that you can use in job scripts. Each project can define a maxim

can be accidentally exposed in a job log, or maliciously sent to a third party server.

I Analyze
is not a guaranteed method to prevent malicious u

8 HacTporkn

OCHOBHEIE -
CI/CD Variables <> 2

MHTerpaumm
Knioy

SOMAR_HOST_URL [
Expanded

SOMNAR_TOKEN [B
Jawmwennan  Mackwpyeman




SonarQube

* [Mpumep KoHPUrypaunoHHoro dgpamna

2 sonar-project.properties [} 3958

sonar.projectkey=ctest
sonar.qualitygate.wait=true

sonar.cxx.file.suffixes=.cxx,.cpp,-cc,.c,.h¥x, . hpp, .hh, _ h
sonar.exclusions=coverage/+x, coverage.xml, cppcheck.xml
sonar.cxx.cobertura.reportPaths=coverage.xml
sonar.cxx.cppcheck. reportPaths=cppcheck. xml

sonar.cxx.clangtidy.encoding=UTF-8
sonar.cxx.clangtidy.reportPaths=clang-tidy.txt




SonarQube

« 3anyck Clang-Tidy B Gitlab CI/CD

e clang-tidy.sh

export CPP_SRC_FILES=$%(find ./app -name "*.*" |
grep -E "(\.c$|\.cc3|\.cpp$|\.h$|\.hpp$)")

if [-n "$CPP_SRC_FILES"|; \

then clang-tidy --quiet —checks="*,-llvmlibc-restrict-
system-libc-headers' \

--header-filter=.*/app/.* $CPP_SRC_FILES\

-- -lusr/include > clang-tidy.txt; fi;

3 | clang_tidy:

image:

name: xianpengshen/clang-tools:19
stage: test
script:

- .fclang-tidy.sh
artifacts:

paths:

- clang-tidy.txt




SonarQube

 CI/CD 3aga4ya anga akcnopra

export_sonar:
stage: deploy

dependencies:
- build_modules
- cppcheck
- clang_tidy

image:
name: sonarsource/sonar-scanner-cli:ll
entrypoint: [""]

variables:
SOMAR_USER_HOME: "${CI_PROJECT_DIR}/.sonar"
GIT_DEPTH: "8" # Tells git to fetch all the b
cache:
policy: pull-push
key: "sonar-cache-$CI_COMMIT_REF_SLUG"
paths:
- "${SONAR_USER_HOME}/cache"
- sonar-scanner/

Lo Ma s £ WO O

(4]

script:

- cat fbuilds/kvlakov/ctest/clang-tidy.txt

- sonar-scanner -Dsonar.host.url="${SONAR_HOST_URL}"
allow_failure: true
rules:

- if: SCI_PIPELINE_SQURCE == 'merge_request_event'

- if: SCI_COMMIT_BRANCH == 'master'

- 1f: SCI_COMMIT_BRANCH == 'main’

- if: SCI_COMMIT_ERANCH == 'develop'

e T - = ]

i = e e e el el el e el e e

TR . T S Y
[ = I -




Valgrind

e Valgrind — HCTpymMeHTasIbHOe nporpammHoe
obecneyeHue, npegHasHa4YeHHOe AN1A OTaaku

NCNOJIb30BaHUA NamsaTu, OOHaPYXXeHUA yTeuek namsaTtu, a
TakKke npodonnmpoBaHns

oTc/exuBaHne paboTbl ¢ NnamAaTbio (memcheck)
oTc/exmnsaHue BbI30BOB (callgrind)

oTc/exuBaHne paboTbl ¢ kawem (cachegrind)

e 3anyck:

valgrind <app_file>




Valgrind (HeT yTe4ek)

kulakov@ultrabook:~/projects/testing/build-gmake-gtest-Desktop-Debug/app$ valgrind ./app
==31923== Memcheck, a memory error detector

==31923== Copyright (C) 2002-2015, and GNU GPL'd, by Julian Seward et al.
==31923== Using Valgrind-3.11.0 and LibVEX; rerun with -h for copyright info
==31923== Command: ./app

==31923==

Hello World!

==31923==

==31923== HEAP SUMMARY:

==31923== in use at exit: 0 bytes in 0 blocks

==31923== total heap usage: 4 allocs, 4 frees, 2,208 bytes allocated
==31923==

==31923== All heap blocks were freed -- no leaks are possible

==31923==

==31923== For counts of detected and suppressed errors, rerun with: -v

==31923== ERROR SUMMARY: 0 errors from 0 contexts (suppressed: O from 0)




Valgrind (yTe4kn)

==32656== Memcheck, a memory error detector

==32656== Copyright (C) 2002-2015, and GNU GPL'd, by Julian Seward et al.
==32656== Using Valgrind-3.11.0 and LibVEX; rerun with -h for copyright info
==32656== Command: ./app

==32656==

Hello World!

==32656==

==32656== HEAP SUMMARY:

==32656== in use at exit: 1,000 bytes in 1 blocks

==32656== total heap usage: 5 allocs, 4 frees, 3,208 bytes allocated
==32656==

==32656== LEAK SUMMARY:

==32656==  definitely lost: 1,000 bytes in 1 blocks

==32656== " indirectly lost: 0 bytes in O blocks

==32656== possibly lost: 0 bytes in 0 blocks

==32656==still reachable: 0 bytes in O blocks

==32656== suppressed: 0 bytes in 0 blocks

==32656== Rerun with --leak-check=full to see details of leaked memory
==32656==

==32656== For counts of detected and suppressed errors, rerun with: -v

==32656== ERROR SUMMARY: 0 errors from 0 contexts (suppressed: O from 0)




Valgrind (getanu yte4dku)

kulakov@ultrabook:~/projects/testing/build-gmake-gtest-Desktop-Debug/app$ valgrind --leak-check=full ./app
==32759== Memcheck, a memory error detector

==32759== Copyright (C) 2002-2015, and GNU GPL'd, by Julian Seward et al.

==32759== Using Valgrind-3.11.0 and LibVEX; rerun with -h for copyright info

==32759== Command: ./app

==32759==

Hello World!

==32759==

==32759== HEAP SUMMARY:

==32759== in use at exit: 1,000 bytes in 1 blocks

==32759==total heap usage: 5 allocs, 4 frees, 3,208 bytes allocated

==32759==

==32759== 1,000 bytes in 1 blocks are definitely lost in loss record 1 of 1

==32759==at 0x4C2DB8F: malloc (in /usrl/lib/valgrind/vgpreload_memcheck-amd64-linux.so)
==32759== by 0x400EA2: myfunc (myfunc.c:6)

==32759== by 0x400E63: main (main.c:8)

==32759==




Callgrind

e 3anyck

kulakov@ultrabook:~/projects/testing/build-gmake-gtest-Desktop-Debug/app$ valgrind --tool=callgrind ./app
== Callgrind, a call-graph generating cache profiler

==446== Copyright (C) 2002-2015, and GNU GPL'd, by Josef Weidendorfer et al.

==446== Using Valgrind-3.11.0 and LibVEX; rerun with -h for copyright info

Command: ./app

==446== For interactive control, run 'callgrind_control -h'.

Hello World!

==446== Events :Ir

==446== Collected : 239342

==446==| refs: 239,342




Callgrind

kulakov@ultrabook:~/projects/testing/build-gmake-gtest-Desktop-Debug/app$ callgrind_annotate

Reading data from ‘callgrind.out.421"...

56,475 /build/glibc-CI5G7W/glibc-2.23/elf/dl-addr.c:_dl_addr [/lib/x86 _64-linux-gnu/libc-2.23.s0]
33,910 /build/glibc-CI5G7W/glibc-2.23/elf/dl-lookup.c:do_lookup x [/lib/x86 _64-linux-gnu/ld-2.23.s0]

21,802 /build/glibc-CI5G7W/glibc-2.23/elf/dl-lookup.c:_dl_lookup symbol x [/lib/x86 64-linux-gnu/ld-
2.23.50]

20,616 ?7?7?:gcov_do_dump [/home/kulakov/projects/testing/build-gmake-gtest-Desktop-Debug/app/
app]

17,553 /build/glibc-CI5SG7WI/glibc-2.23/elfl../sysdeps/x86 _64/dI-machine.h:_dl relocate object
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