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HTTP-ayteHTUdpukaumnsa (basic)

* C nomouibto 3aronoskos WWW-Authenticate byaet
BbllaHO CTaHAAapPTHOE OKHO BBOAA /lornHa/naposis

header("'WWW-Authenticate: Basic realm="My Realm™);
header('HTTP/1.0 401 Unauthorized');
» [ocTyn K AaHHbIM B CKpUnTe:

- $ SERVER["PHP_AUTH USER"| — BBEAEHHbIN NOrVH
- $ SERVER["PHP AUTH PW"| — BBej€HHbIN Naposib
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HTTP-ayteHTudumkauma (basic)

* [NepenaHbl N1 AaHHbIe ANA ayTeHTUdMKauum
if (lisset($ _SERVER['PHP_AUTH_USER"]) ||
(lisset($_SERVER['PHP_AUTH_PW"])) {
# BbIBO/[ 3aro/I0BKOB;
echo 'TekcT, npu HaxaTtun "OTmeHa" '
exit;
}
* [lpoBepka fiorMHa 1 napons
If($_SERVER['PHP_AUTH_USER"] !=="user") ||
($_SERVER['PHP_AUTH_PW"] I=="qwerty")) {
BbIBO/, 3aro/10BKOB;
exit;
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HTTP-ayteHTUdukauna (digest) PHPS5.1+

$realm

= '3anpeTHas 30Ha’

If (empty($_SERVER['PHP_AUTH_DIGEST")) {

heac
heao

er('HTTP/1.1 401 Unauthorized");
er('WWW-Authenticate: Digest realm="".%realm.

", qop="auth", nonce="".uniqid().",
opaque="".md5($realm).");

die('TekcT, oTnpaBisemMbi B TOM C/yyae, ecnm

MoJib30

}

BaTesib Haxkan KHonky Cancel’);
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[Mpnmep pasbopa pesynbrarta http digest

/I pyHKUMA pa3bopa 3aronoBka http auth
function http_digest_parse($txt)
{

/[ 3aLMTa OT OTCYTCTBYHOLUNX SAHHbIX

$needed_parts = array('nonce'=>1, 'nc'=>1, 'chonce'=>1, 'qop'=>1, 'username'=>1, 'uri'=>1,
'response'=>1);

$data = array();
$keys = implode(|', array_keys($needed_parts));

preg_match_all(@( . $keys . )=(2:(\"D([N2]+?2)\2|([Ms,]+)) @', $txt, Smatches,
PREG_SET ORDER);

foreach ($matches as $m) {
$data[$m[1]] = $m[3] ? $m[3] : $m[4];
unset($needed_parts[$m[1]]);

}

return $needed_parts ? false : $data;
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HTTP-ayteHTUdukauna (digest) PHPS5.1+

e [lpoBepka
$users = array(‘admin' => 'mypass', 'guest’ => 'guest’);
/[ aHann3npyem nepemeHHyto PHP_AUTH_ DIGEST
if (!($data = http _digest parse($_SERVER['PHP_AUTH_DIGESTY)) ||
lisset($users[$data['username’]]))

die('HenpaBunbHble gaHHbIe!');

/] TeHeppyem KOPPEKTHbIN OTBET
$A1 = md5($datal'username’] . "' . $realm . ' . $users[$data['username']]);
$A2 = md5($_SERVER['REQUEST_METHOD'].".".$data['uri']);

$valid_response = md5($A1."".$data['nonce’].".".$data['nc’].".".$data['cnonce’.":".
$data['qop'].":".$A2);

if ($data['response’] != $valid_response)

die('"HenpaBunbHble gaHHbIe!");
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AyTteHTudnkauyms 4yepes OAuth

Google OAuth Server

Google OAuth API Vi J;
~ <
cf auth code

!k
Application / Callback Script

Google OAuth Authentication
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[lpocTenwaa cxema 3alnuTbl HECKOSbKUX CTPaHWUL

1. Co3partb doopMy peructpaumnm (nond: 0rnH, naposib)
POST, login.php

2. Hanncarb kog npoBepku nornHa/napons
login.php

3. Mpu ycnewHoM BBO/E /orMHa/napons 3anycTuTb CECCULD, 3aperncTpupoBaThb
NepeMeHHYyo ceccum

if(lisset($_SESSION["s"]))
$ SESSION["s"]=date("H-i-s");
4. B Hauane Kaxaoun cTpaHulbl aenartb NPOBEPKY
session_start();
If(lisset($_SESSION["s"])){
header("Location: ./login.php™;
exit();
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DyHKUMK paboTbl C hannamm u Katanoramu

chmod () — ycTaHOBUTL/M3MEHNTb NpaBa AocTtyna
unlink() — ynaneHne anna

rmdir() — yaaneHne nycton ANPeKTopun

mkdir() — co3naTtb ANPEKTOPULO

rename() — nepenmeHoBaTb hanni unm ANPEKTOPMUIO

touch() — MOXHO co3gartb nycton pann (yctaHaBnMBaeT
BpemMsd AocTtyna u moandukauun ainna)

copy () — konnpoBaHue panios

move_uploaded file() — nepemelleHne 3arpy>xeHHoro Ha
cepBep dhansia B ykazaHHOEe MecTO (C NpoBepKon, ecnuv doans

OblN1 3arpy>eH Ha cepBep)
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3anyck npunoxenmn ns PHP

[MoacTtaHoBKa B anoctpodax unu string shell exec ( string $cmd )
‘Is -la’;
shell _exec("ls -1a");
— OCO6EHHOCTb: HEeMb3s MOoMYyYnUThb KO BO3BpaTa
dyHKUMA string exec ( string $command [, array &$output [, int &$return_var ]])
exec("ls -la");
exec("ls -1a", $output, $return_val);

- OCO06€eHHOCTb: BO3BpAaLLaeT NOC/IEAHION CTPOKY pe3y/ibTarta, NepeMeHHbIe
$output n $return_var nepeagaroTcs No ccbisike

®dyHKUMA void passthru ( string $command [, int &$return_var | )
passthru(“ls -la",$return_val);

— Oco06eHHOCTb: BO3BpaLLaeT BbIBOA KOMaH/AbI

PyHKUMA string system ( string $command [, int &$return_var | )

— OcobeHHOCTb: Bo3BpallaeTt nocnenHwo cTpoky nnn false
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3arpyska pansfios Ha CepBep

* lcnonb3oBaHne multipart-goopmbl
« 3arpyska oaHoro gpavna
<form action=upload.php method=post enctype=multipart/form-data>
<input type="hidden" name="MAX_FILE_ SIZE" value="20000" >
<input type="file" name="userfile">
<input type="submit" value="3arpysutb">
</form>
e 3arpyska HecKoJibKnx dpannoB
Send this file: <input name="userfile[]" type="file"><br>
Send this file: <input name="userfile[]" type="file"><br>

[TetpI'y, 2017




[locTyn K AaHHLIM O 3arpy>eHHoMm gpaunne

[locTyn K AgaHHbIM Yepes3 cyneprnobanbHbii maccuB $ FILES

$ FILES['userfile']['name'] - nmsa danna 0o ero otnpaBku Ha
cepBep, Hanpumep, pict.gif;

$ FILES['userfile']['size'] - pazmep npuHATOro hanna B
banTax;

$ FILES['userfile']['type'] - MIME-Tun npuHATOro chaina
(Hanpumep: image/qgif, image/png, image/jpeg, text/html);

$ FILES['userfile']['tmp_name'] coaepXxunt BpeMeHHoe UMS
danna

$ FILES['userfile']['error'] - koa owmnbkn npu 3arpy3ke danna
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3arpyska pansfios Ha CepBep

[epemecTuTb haitsl Ha NOCTOSAHHOE MEecTo

bool is_uploaded_file ( string $tmp_file ) - aBnaetca nu dpann
3arpy>eHHbIM

bool move uploaded file ( $tmp_file, $dest ) — aBnsgerca nu dpann
3arpy>eHHbIM Ha cepBep, nepemMeLlaeT hana B ykazaHHOE MECTO

[Mpumep:
define("UP_DIR", "/nome/kulakov/public_html/upload");

$uploadfile = UP_DIR . "/" .basename($_FILES["userfile"]
["name");

move_uploaded file($ FILES["userfile"]['tmp_name"],
$uploadfile)
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PaboTta ¢ yaaneHHbIMU dpannamu

define("BUFSIZE", (integer) 4096);
define("URL", (string) "http://www.cs.karelia.ru/");
if(!($file = fopen(URL, "r"))

die("unable to open " . URL . "<br/>\n");
while(!feof($file)) {

$data = fread($file, BUFSIZE);

echo $data;

}
if(fclose($file))
die("error closing " . URL . "<br/>\n");
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MHorodamnnosblie cueHapum PHP

1. BbigeneHne moaynen

2. Co3naHue 61ubnmoTtekn pyHkUnm (pasneneHme oyHKUnm
N KOJa, KOTOPbIA UX NCMNO/b3YET, BblE/IEHNE HYACTO

NCNosb3yemMbIX QPYHKLWN)

3. BbiaeneHne ctatnyHom nHdpopmamm
- BHe pepeBa Web-cepBepa

- B Heckonbknx thannax

- 3awwmnTa (.htaccess)
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MHorogpaunoBble cueHapumn PHP

[lpocTpaHcTBO public_html

‘ l ‘ BHe gepesa

web-cepBepa

* L]

ANC AOdHHbIE

/

index.php

OonncaHme KiiaccoB

BPpEMEHHbIe paunrbl | | MOaynu *.php

ht* | ckpbITblE hann.l
OaHHblE
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BkntoyeHne gpannos

e [INPEKTUBLI

— Include, include _once

— require, require_once

e O6GLINN CMHTAKCUC:

INC
INC
INC

uc
uc

uc

e "nyTb K doanny";
e ("nyTb K doanny");
e $included file path:;
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Include, include once

* [MpuHuUMn paboTsl include:

1. 3arpyska pannia npomcxoanT AMHAMNYECKN B MOMEHT
BbIMO/IHEHMA ANpPEKTUBLI Include

2. PHP TpaHcninpyet cueHapuii, noka He gonaet ao include;
npekpaLllaeT TpaHCNMpoBaTh; nepektovaeTcs Ha dpann;
BO3BpALLAETCA K TpaHCNAUMN CKpunTa

3. MNMo3BoNsAET BO3BpaLlarb 3HaYeHne n3 BHELIHUX dhailnoB
- [pumep:
for($i=0; $i<4; $i++) {
iInclude "“file_$i.txt";
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iInclude, include once

» Bo3sBpalleHue 3HavyeHna n3 gpavna file.inc
* [lpumep:
file.inc
<?php
echo "Ctpoka 1<br>";
return "CTtpoka 2"
main.php
<?php
echo "Crtpoka 3";
$str=include("file.inc");
echo $str;
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require, require_once

 [NpuHUMN paboTbl require:

- 3arpy3ka thaitsia nponcxoamT A0 BbINOSTHEHUS
cLueHapus

- Ha MOMEeHT TpaHcaaunm dpann yxxe BK/IHOYEH B
cueHapum

- [lupekTnBa require He NO3BOJIAET BO3BpaLlaTb
3Ha4YeHune
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daun .htaccess

.htaccess — dpawnn gon. kKoHdourypauum Apache

B httpd.conf go/mkHo ObITb paspelleHune (AllowOverride All) Ha
ncnosib3oBaHne ceoux .htaccess

KoHpurypaumnsa gencrteyet Ha dpai/ibl TEKYLLEN ANPEKTOPUN U
aoyepHue doannol

3agaHue wabnoHa CKpbITbIX dpainioB B .htaccess
<Files ~ "M.ht">
Order allow,deny
Deny from all
</Files>
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3awmTa ot goctyna Yyepes bpaysep

« O6GnacTtb Ucnosib3oBaHMA .htaccess
1. ABTOpM3auus, ayteHTupukaumns

— 3a/laHne orpaHnyeHns oaa KOHKPETHOM AnpeKTopun .htaccess yacTo
ncnonb3yercsa smecte ¢ .htpasswd

2. Co6CTBEHHbIE CTPaHULbI OLLIMOOK

— N3MEHEeHMe CTpaHuL, KOTopble OTAAalTCA Npu ownbKax Ha CTOPOHE cepBepa,
Hanpumep HTTP 404 Not Found

3. IameHeHne URL-agpecoB

— W3MEHEeHNe OJINHHbIX, U3nuwHe cnoxHblix URL-agpecoB Ha KOPOTKME U Nerko
3anomMumHaloLinecs

4. KOHTpO/b Kalla

— KOHTPO/Ib KelunpoBaHuA Beb-6paysepamMmn 1 NPOKCU A1A YyMeHbLUEHUS
MCMNOMIb30BaHNS MOJOCHI, 3arpy3ku cepeepa
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[Tpumepbl ncnonb3oBaHuA .htaccess

e [lepeonpeneneHne KoanpoBKK

AddType "text/ntml; charset=koi8-r" .ntml .htm .shtml
AddDefaultCharset Off
* Basic aBTOpM3auUus
AuthType Basic
AuthName "Some Name"
AuthUserFile /home/uXXXXX/.htpasswd
require valid-user

* VIHOEKCHbIN thann

Directorylndex myindex.php
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