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Services

To the USER

One or more processes / threads working
together

User need not to know
Exact location
Exact structure (central vs. distributed)



Migration

Goal: need to move running process from one
machine to another

|dea over 20 years old

Policy vs mechanism

Three phases:
Detach from source environment
Transfer with context
Attach to destination environment



Migration

Migration decision based on policy

How?
Checkpoint — restart
Stop — copy — continue

Why?
Load sharing
Load balancing
Availability, fault tolerance
Management decision (source reboot)



Traditional Migration Restrictions

|dentical machines
Same machine code
Similar resources
Same OS
Version
Configuration (for example libraries)

Goal of the restrictions:
Keep the running environment similar



Virtualisation goals:

Hides hardware details
Gives more unified view over different
hardware

Combines application with a spesific os to a box
or virtual machine
Allows different OS configuration for different
applications on one machine

Using emulations could even reduce the
restriction of same machine code



!.! ’Classical” view of structure

Services running as user-
level applications

On top of the Operating
System

Using hardware and other
resources via OS

Application
process / thread

Operating System

Hardware




Adding virtualization for
binary-compatible applications

Process level
Execute application Applicatio
DIOCE cddl

in a box
Modify system calls

System level
Execute OS in a box
Modify interrupts ardware
and traps




Process-level virtualization

Main purposes
Migration, load balancing,
isolation of applications

Homogeneous OS and hardware needed for
migration

Examples:
Zap [OSSNO2]
vOS [BoDa02]



Migrating a virtualised process or process
group (in Zap)

Put the processes in POD with own virtualised
name space
No resourse name conflicts
Mask out unallowed resources
Intercepts systems call tha would manipulate
the resource identifiers

Checkpoint-restart mechanism



Zap migration mechanism

Suspend the POD
Checkpoint the processes in POD
Zap virtualisation state
Process states: CPU registers, signal
handlers, pending signals etc.
States of IPC mechanisms in POD
Data associated with external entities
(such as sockets)
Restart on the receiving machine
Recreate POD environment and its
processes
Uses Dynamic DNS to maintain name-to-IP



System-level virtualization

Main purposes
Running multiple OS on one machine
Running services with different OS
requirements in one machine
Load balancing, migration, isolation

Examples:
Xen
VMware



System-level virtualisation

To protect the underlying machine from
uncontrolled modifications by the guest OS

De-privileging
To reduce the priviledge of the guest OS

Shadow structures

To protect the host machine from direct
guest OS accesses

Page tables, priviledged registers



Execution of the OS in the virtual machine

Trap-and-emulate
Trap all kernel mode system calls
Emulate their execution for the guest OS

Replace emulation by interpretor
VMware: Binary translation

Support on the machine level
More modes, new instructions to transfer
between hypervisor and guest OS
IBM S370: interpretive execution mode
X86: guest mode



Migrating a virtual machine

The virtual machine is already isolated from the
environment

Simple stop-copy-continue works, but has long
delay

Have to copy the whole virtual machine
Full memory copy



"VM running normally on
Host A

Downtime
(VM Out of Service)

VM running normally on
Host B

Migrating a virtual machine in Xen

Stage 0: Pre-Migration
Active YM on Host A
Alternate physical host may be preselected for migration
Block devices mirrored and free resources maintained

Stage 1: Reservation
Initialize a container on the target host

Stag:;: Stop and copy
Suspend VM on host A
Generate ARP to redirect traffic to Host B
Synchronize all remaining VM state to Host B

Stage 4: Commitment +
VM state on Host A is released

_________________ JFrommmSeee e e

Stage 5: Activation
VM starts on Host B
Connects to local devices
Resumes normal operation




Conclusion

Migration based on existing virtualization
mechanisms is feasible

Migration of the state information still has some
problems: f. ex. large file systems, networks
connections.
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