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0. What is Hi?
Host Identity Protocol (HIP), Internet Indirection Infrastructure (;%),
and Hi* architecture.

1. H:* analysis
Aim, subject and assumptions.

2. Basic Hi® scenarios
HIP messages and their traveling through the infrastructure.
Hi? parameters and latency of HIP messages.

3. Scalability analysis
Hi* deployment, workload, Hi® size, resilience to attacks.
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2. Assumptions
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Hid scenarios:  parameters

Number of i® servers: N

13 infrastructure of size N

Transit time: in average, ms

A host «» i 7/ =78, 77 = 7B
B. i3 server < ¢® server

1. directIP. 7

2.3 lookup:  7O(log N)

C. host <> host:  79¢ = T¢5

Processing time: in average, ms
1. one packet forward: u
2. HIP cryptography:  fip,

¥ lookup: (7+p)O(log N) ~ HTﬂlog

N

Hi3 scenarios: 1. Pure association setup (1/3)
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Hi?’ scenarios: 1. Pure association setup (2/3)
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Hig scenarios: 1. Pure association setup (3/3)

i3 infrastructure Hi3 _ Hi3
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Hi3 scenarios: 3. Location update
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Infrastructure load is small

Hi3 scenarios: 2. Optimized association setup
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For N ~ 500 it ismore than 1 second!
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Hi?’ scenarios: 4. Simultaneous host movement
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Scalability: 1. Mobile peers 1/4

‘\\ 5\\ 5 =] o M .|s#(moblle hosts)
o N is#(i servers)

< e \isintensity of amobile host to
> send a HIP message (\s, Asos Au)
Y. e P, isprobability that alocation
o B update becomes a simultaneous
g-ﬁ/ ; | update.
= &= o Workload 1V is #requests (average)

to an i* server:

M
W = ~ # (1 serversfor a HIP message)
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Scalability: 1. Mobile peers 3/4

H i3 scenarios:  Summary
Scenario |#pkts| Inside Hi® | Outside H37* | Occurrence
Pure setup 4 3(r+p)logN| 473424, +4718 medium
Opt. setup 4 | (t4+p)log N | 378424+ 788+ 750 medium
Loc. update || 2 + k frequent
phasel | 2 [ RTT(C, Hi3)
k
phase2 | & 0 §RTT(O, S)
Sim. update| 6 rare
phasel | 2 + 2 2u RTT(C1,Hi3) + RTT(C?2, Hi3)
timeout | — — —
phase2 | 2 | L el logN | 708 4 788 4 709 1
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Scalability: 1. Mobile peers 2/4
Scenario Hi* workload, W Inside 73, T3
M log N
Pure setup 3/\‘T0g 3(r + p)log N
Ao M log N
Opt. setup Tog (T + p)log N
1+ PSHHTM log N
M 1 ~p T TH
Update A (1 + =Py, log N) ~ PsuT log N
N 2
or
PSU
~ (T4 p) <1+ 5 logN>

CAM TS M TH(N)
T (r4+ W (r+p)W(N)

()

e HIP messages are mixed:

)\SfTSHiS 4 )\SOTSEiS 4 )\uj'gliS
)\s + )\so + )\u

Wtot = Ws + Wso + Wu 5 T;;I/? =

e More precise:

)\totMlOgN 4 )\uM

N N (74 p)log N,

- Atot
W‘ — , TH13 — o
ot W As F Aso + Au

where Aot = 3\ + Ao + pT A,

e Scalability estimation:
AM - T8
= (©)
(’7' + /L)Wmt
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Scalability: 1. Mobile peers 4/4
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Scalability:  summary

Increasing NNV leads to:

log N 1

e Insidelatency increasesas 77 = C3(\, 7+ p) - log N

e Workload decreasesas W = Ci(\, #) -

Infrastructure size N is proportional:

1 THi3
T+ ,u) W

o N =~ 04()\7#7
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Scalability: 2. stationary and mobile hosts

M is#(mobile hosts)

stationary serversL mobile hosts

M

N is#(:® servers)

£/} Jinitiation of
d HIP messages

L is#(stationary Internet servers)

refreshment
of triggers -

i3 infrastructure L . .
A isintensity of amobile host to

send a HIP message (\s, Asos Au, Pe)

P4
[ ]

A isintensity of a server to refresh
its public trigger in 3.

)\totM IOgN n )\uM + 2)\1«L
N N
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Application scenarios: 3. zombie attacks 1/3

Workload:
average #requests to an ;% server

stationary servers mobile hosts

Attack types:
- . . . AiZ log N
i3 infrastructure N e Trigger insertion: W,;= 0og
N
e Initiation of association setup

/" Bos attacks | 1. send 11

2. receive R1

3. immediately reply with 12 and
wrong puzzle solution

52 log N
2N

AisZ log N
N

zombie Z

Pure base exchange: W, =

Optimized base exchange: W4, =
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Application scenarios:

3. Zombie attacks 2/3

Application scenarios:

3. Zombie attacks 3/3

mobile hosts

® Wegood = Wee + Wy + W,

N2 log N
Wbad - Wz* - Tg
i3 infrastructure
N ® Wiot = Weood + Whad

,DDqgallack% \ e Critaria Wtot,“ < Wthreshold,u

e-g- Wthrcsholdu - 50%, 70%, 90%

zombie Z

e Threshold: z = \,Z =7

N

Z = (Wthrcshold - WgOOd)log—N
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Conclusion

The Good Workload
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The Bad Workload
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o uWoad %, 2=12.5 -
80 1 uWbad %, z=25.0
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A HIP packet is several hundred bytes,
or =~ 0.5 Kbytes = 4 Kbits.

max A, =~ 0.25 for IMbs throughput
Z|lz=M\-Z| N

10 25| <50
50 12.5| < 100
100 25.0 | <200

1. Simple assumptions leads to basic trends only

2. Hi® has acceptable inside latency
and satisfactory scalability property

3. Infrastructure of a few nodes (~ 10?)
Is suffi cient for
alarge set of HIP hosts (~ 105..107)
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